Introduction to Security
(a) Explain briefly mechanisms that software on a desktop computer can use to securely generate secret keys for use in cryptographic protocols.
[ (iii ) On a POSIX system that lacks support for the "sticky bit", how could you achieve an equivalent effect? [2 marks] (d ) VerySafe Ltd offer two vaults with electronic locks. They open only after the correct decimal code has been entered. The VS100 -a low-cost civilian model -expects a 6-digit code. After all six digits have been entered, it will either open or will signal that the code was wrong and ask for another try. The VS110 -a far more expensive government version -expects a 40-digit code. Users of a beta-test version of the VS110 complained about the difficulty of entering such a long code correctly. The manufacturer therefore made a last-minute modification. After every five digits, the VS110 now either confirms that the code has been entered correctly so far, or it asks for the previous five digits again. Compare the security of the VS100 and VS110.
[4 marks] 1
